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Introduction & Purpose 

Since the rapid evolution of generative AI beyond the initial ChatGPT hype cycle, AI is no longer just a 
point of curiosity in financial services. It is now a source of both opportunity and exposure. In auto 
lending, institutions are moving past the question of “if to adopt AI” and focusing on how to deploy it 
responsibly while managing a new wave of AI-enabled fraud. 

Customer-facing tools like chatbots have matured, but the real shift is happening behind the scenes. 
The 2026 fraud landscape shows a clear rise in synthetic income, document manipulation, and 
coordinated bust-out activity, all moving faster than traditional risk models can keep up with. This raises 
a more urgent question: how can lenders use AI not just to improve experience, but to strengthen 
verification, reduce operational burden, and protect the portfolio before losses surface? 

In 2024, our industry survey focused on deal jacket defects and the early promise of automation. Two 
years later, the conversation has shifted dramatically. Generative AI has moved from boardroom 
curiosity to front-line threat—and the auto lending industry is grappling with a new reality. 

Sophisticated fraud actors are now leveraging the same large language models and generative AI tools 
that power enterprise productivity to create convincing counterfeit pay stubs, fabricate employment 
records, and manipulate identity documents at scale. According to the Federal Trade Commission, 
consumers reported losing more than $12.5 billion to fraud in 2024, a 25% increase over the prior year. 
The auto finance sector has not been immune to this trend. 

At the same time, regulators are not just increasing enforcement. They are redefining expectations. 
Across both state and federal levels, scrutiny is intensifying around how AI is used in underwriting, fraud 
detection, and verification, with a sharp focus on explainability, bias, and model governance. What is 
different now is the pace. Generative AI is accelerating fraud faster than regulatory frameworks can 
evolve, creating a widening gap between emerging threats and legacy controls. 

For compliance, this has shifted the burden of proof. It is no longer enough to show that AI is in place. 
Institutions must demonstrate that their verification systems are accurate, auditable, and resilient to 
manipulated data, especially as AI-enabled fraud becomes more sophisticated and harder to 
distinguish from legitimate borrower behavior. 

The question is no longer whether to adopt AI-powered verification, but whether existing systems are 
purpose-built to operate in an environment where both fraud and regulation are evolving in real time. 

For the latest installment of Informed's annual industry survey, we shifted our focus to document fraud, 
verification costs, and AI readiness. This report surveyed 2500+ Auto Lending Executives in January 2026. 
Their responses paint a clear picture: fraud is rising, manual processes are expensive and slow, and 
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most lenders know their current systems are not equipped to detect GenAI-powered fraud. The findings 
in this report underscore the urgent need for purpose-built, vertically-trained AI solutions that go 
beyond generic LLMs and basic OCR to deliver the accuracy, speed, and compliance rigor that today's 
lending environment demands. 

The following perspectives of auto lenders and auto finance providers help identify, improve and shape 
new approaches of the loan origination and verification process. We sought to identify areas where 
current document fraud challenges, verification gaps, and AI adoption merit improvement.  

Fraud Intelligence Report  |  January 2026​ ​ 3 



 

Methodology 

The 2026 Auto Lending Document Fraud & AI Survey was conducted online and commissioned by 
Informed.IQ. Data collected from the survey are used to better understand the current landscape, 
challenges, and opportunities surrounding automotive lenders and how they track and address 
documentary fraud in loan originations. 

Target Population 

The target population of the 2026 Survey includes executives and key decision makers who currently 
work for a variety of automotive lenders and loan servicers throughout the U.S. The online survey was 
administered in January, 2026 and was completed by 207 professionals.​
 

Demographics 

The survey responses explored in this report come directly from working auto finance professionals 

currently holding positions in the below types of lenders and organizations. 
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Executive Summary 

This year's survey results reveal an industry at an inflection point. Fraud is rising, manual processes 
remain entrenched, and confidence in existing detection systems is alarmingly low. Yet lenders 
recognize the transformative potential of automation—if they can find solutions built for the rigor their 
business demands. 

The latest annual McKinsey survey on the current state of AI confirms the continued explosive growth of 
AI tools across financial services. Still, nearly 80% of respondents to Informed's 2026 survey said they 
have only slight or no confidence that their current verification systems can detect a GenAI-created 
counterfeit pay stub. And two-thirds rarely or never use historical document data for cross-loan fraud 
checks. 

Financial Institutions and Auto Lenders have been using AI software to make their operations “smarter,” 
cheaper and faster for the last decade, uncovering countless benefits including: 

●​ Reduced Fraud: Avoid charge-offs by catching falsified income and other misrepresentations. 
Automate second-line risk controls to better comply with policies and procedures. 

●​ Increased Speed: Funding dealers faster increases look-to-book. Dealers do more business with 
lenders who pay them fastest and minimize contracts-in-transit / unwinds. 

●​ Freed Up Staff: Scale originations without adding more headcount. Focus staff on deepening 
relationships with dealers to capture more loans and with borrowers to increase Net Promoter 
Scores. 

●​ Improved Compliance: Lenders must be mindful of CFPB and FTC actions, and comply with 
Dodd-Frank, ECOA, Fair Lending and other regulations. AI Automation aids lending staff reduce bias, 
comply with regulations and stay on the right side of auditors and regulators. 

●​ Deepfake Detection: As generative AI makes document fabrication easier, purpose-built AI models 
trained on lending-specific documents can detect synthetic fraud that generic tools miss. 

Bringing purpose-built AI into the auto lending process is just one way that lenders stay competitive, 
profitable and compliant with regulations. 
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Report Highlights 

●​ 75% of respondents report that identified fraud in consumer loan applications has increased over 
the past twelve months, with 60% reporting increases of 5–25% and another 15% reporting increases 
of 25% or greater. 

●​ 80% of lenders expressed only slight or no confidence that their current verification systems can 
detect sophisticated fraudulent applications using GenAI-created counterfeit documents. Only 5% 
described themselves as “highly confident.” 

●​ 55% of respondents say manual stipulation verification adds 16–30 minutes of delay per funded 
loan—a significant bottleneck that increases contracts-in-transit and reduces dealer satisfaction. 

●​ 52% identified data hallucinations as the greatest risk of using generic, off-the-shelf LLMs for critical 
loan document processing—underscoring the need for purpose-built, vertically-trained AI solutions. 

●​ 72% of lenders would reallocate more than 25% of their underwriting FTEs to higher-value tasks if 
they could achieve 99% confidence in automated income and employment verification. 

●​ State enforcement actions topped the list of compliance concerns for 2026, cited by 39% of 
respondents, reflecting an intensifying regulatory environment at the state level. 

●​ In Informed’s 2024 Auto Loan Defect Survey, 21% of respondents stated automation has improved the 
lending process by reducing fraud. This trend is highlighted throughout the 2026 fraud intelligence 
survey report.  

​

How has automation improved your lending process (2024 Auto Loan Defect Survey) 
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What percentage of your total estimated annual loan loss or charge-offs do you 
attribute to documentary-based fraud? 

The majority of respondents, 55%, attribute between 10% and 19% of their annual loan losses to 
documentary-based fraud. This is a staggering figure when translated into dollar terms for any mid-size 
or large lending operation. An additional 15% put the figure at 20–29%, meaning that roughly 70% of 
lenders are losing at least a tenth of their charge-offs to documents that are falsified, fabricated, or 
manipulated. 

Only about 10% of respondents reported losses below the 10% threshold, while 7% indicated that 
documentary fraud accounts for 30% or more of their losses. Notably, 3% of respondents said they do not 
currently track this metric—a concerning finding given the scale of the problem reported by their peers. 
These findings reinforce what Informed observed in its 2024 survey: the cost of undetected document 
fraud is substantial and growing. 
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What is your estimated average cost for manually reviewing a single flagged loan 
file that requires stipulation verification? 

The cost of manual review is not trivial. Nearly 58% of respondents estimated that each flagged loan file 
costs between $50 and $100 to review when accounting for fully loaded labor hours, technology, and risk 
exposure. Another 25% put the cost below $50, while roughly 10% said it falls between $101 and $250, and 
7% reported costs exceeding $250 per file. 

Consider the implications at scale. A mid-size lender funding 50,000 loans per year who flags even 20% 
of applications for manual stipulation review is looking at 10,000 manual reviews annually. At a median 
cost of $75 per review, that represents $750,000 in annual manual review costs alone—before 
accounting for the downstream costs of missed fraud, delayed funding, and lost dealer relationships. 

In our 2024 survey, respondents cited budget concerns as the top barrier to automation adoption (41%). 
Ironically, it is the cost of not automating that continues to grow. These figures make a compelling case 
for ROI-driven automation investments. 
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What is the average delay caused by the manual review and verification of 
stipulations before the final funding decision? 

Speed to fund is a critical competitive differentiator in auto lending, and manual stipulation review is a 
significant bottleneck. Over 55% of respondents reported that manual review adds 16–30 minutes of 
delay per funded loan, while 22% said the delay exceeds 30 minutes, leading to contracts-in-transit 
issues that strain dealer relationships. 

Only 8% of lenders reported near real-time processing (less than 5 minutes), and 15% said the delay falls 
between 5 and 15 minutes. Combined, that means over 77% of lenders experience delays of 16 minutes 
or more due to manual verification processes. Compare this with good AI solutions that offer a typical 
SLA of 5 minutes or less. 

From dealer discussions and field research, the message remains consistent with what we reported in 
2024: prioritizing speed is paramount for capturing more market share. Dealers do more business with 
lenders who pay them fastest and minimize contracts-in-transit. In an environment where minutes 
matter, the gap between manual review and automated verification represents a tangible competitive 
advantage. 
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What is the greatest risk you associate with using generic, off-the-shelf LLMs or 
basic OCR for critical loan document processing? 

This is one of the most revealing questions in this year's survey. A decisive 52% of respondents identified 
data hallucinations—the tendency of generic LLMs to generate plausible but incorrect information—as 
the greatest risk of using off-the-shelf AI for loan document processing. This was followed by a lack of 
industry-specific compliance context at 24%, and difficulty handling complex, poor-quality documents 
at 18%. 

These results highlight a critical distinction that the industry is beginning to understand: not all AI is 
created equal. General-purpose LLMs, while impressive in their breadth, were not designed for the 
precision required in financial document verification. A hallucinated income figure or fabricated 
employer name in a lending decision can have real financial and compliance consequences. 

Only 6% cited high cost and slow processing speed as their primary concern, suggesting that the 
industry's hesitation around generic LLMs is driven by accuracy and compliance concerns rather than 
economics. This is a meaningful shift from our 2024 survey, where budget concerns topped the list of 
automation barriers. 
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How confident are you that your current verification systems can detect a 
sophisticated GenAI/deepfake counterfeit pay stub? 

The results here are sobering. A full 80% of respondents expressed only slight or no confidence that their 
current verification systems can detect a sophisticated fraudulent application containing a 
GenAI-created counterfeit pay stub. Over 55% said they are only “slightly confident,” while 25% said they 
are “not at all confident.” Only 5% described themselves as highly confident. 

This represents a significant vulnerability for the industry. Generative AI tools capable of producing 
realistic pay stubs, bank statements, and employment letters are now widely accessible and 
increasingly difficult to distinguish from genuine documents. Traditional OCR and manual review 
processes were not designed to detect these sophisticated forgeries. 

This finding dovetails with Q4's results on LLM risks: lenders understand that generic tools are insufficient, 
and they know their existing systems are vulnerable. What the industry needs is purpose-built fraud 
detection technology trained specifically on lending documents, with the ability to cross-reference 
submissions against a network of historical data. 
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To what extent does your organization rely on historical document data to identify 
cross-application document reuse? 

This question reveals a significant blind spot in the industry's fraud defenses. A striking 60% of 
respondents said they rarely rely on historical document data, focusing primarily on the current 
application only. Another 7% said they do not use historical data for cross-loan fraud checks at all. 
Combined, that means two-thirds of the industry is essentially treating each loan application in 
isolation. 

Only 12% of respondents said they heavily rely on an integrated data network for fraud detection, and 21% 
described their use as moderate with occasional internal checks. This represents a major missed 
opportunity, as document reuse and duplication across applications and lenders is one of the most 
reliable signals of organized fraud activity. 

Fraud data networks and document consortiums offer a powerful complement to single-application 
verification. By cross-referencing a submitted document against millions of previously seen records, 
lenders can detect duplicated or reused documents that would be invisible in a single-application 
review. This is an area where purpose-built solutions with large data networks deliver outsized value. 
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Which single area of compliance risk for auto finance keeps your risk/compliance 
team most concerned in 2026? 

Regulatory concerns continue placing administrative pressure on auto lenders and their compliance 
teams, making it a key concern. The top response, cited by 39% of respondents, was increased state 
enforcement of consumer financial services laws. This finding aligns with broader industry trends, as 
states have become increasingly active in filling perceived gaps in federal oversight, with several states 
launching dedicated auto finance enforcement initiatives in 2025. 

Regulator scrutiny of ancillary or add-on products came in second at 27%, reflecting ongoing attention 
to GAP waivers, extended warranties, and other F&I products that have drawn CFPB and state attorney 
general scrutiny. Data security and privacy concerns were cited by 17%, and compliance risks posed by 
new AI tools rounded out the responses at 15%. 

It is notable that AI compliance risk, while a newer category, already concerns 15% of respondents. As 
lenders adopt more AI tools, they must ensure that their automation partners provide model 
governance documentation, audit trails, and compliance frameworks that satisfy both internal audit 
requirements and external regulatory expectations. 
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If you could achieve 99% confidence in automated verification, how much 
underwriting staff would you reallocate to higher-value tasks? 

The appetite for automation-driven workforce optimization is remarkable. The single largest group, 38%, 
said they would reallocate more than 50% of their underwriting FTEs to higher-value tasks if they could 
achieve 99% confidence in automated verification. Another 34% said they would reallocate 26–50%. 
Combined, over 72% of respondents envision reallocating more than a quarter of their underwriting 
staff—a transformative operational shift. 

Only 10% said they would reallocate less than 10% of staff, and 18% estimated a reallocation of 10–25%. 
These responses suggest that even the most cautious lenders see meaningful efficiency gains from 
high-confidence automation. 

This finding echoes what Informed reported in 2024: one of the key benefits of AI-powered automation is 
freeing staff to focus on deepening relationships with dealers and borrowers, rather than “staring and 
comparing” documents. The shift is not about eliminating jobs—it is about elevating the work. With a 
“copilot” handling rote verification tasks, underwriting professionals can move to higher-value activities 
that benefit from the human touch. They also report higher levels of job satisfaction. 
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Excluding your primary auto lending business, where do you see the greatest need 
for applying document verification/fraud rigor? 

The demand for rigorous document verification extends well beyond auto lending. Respondents were 
remarkably split across the options, with mortgage and home equity lending narrowly taking the top 
spot at 32%, followed closely by insurance verification (auto or P&C) at 32%, and small business lending 
at 24%. Tenant screening and lease applications were cited by 12%. 

The near-even distribution across these categories is itself a finding. It suggests that auto finance 
professionals see documentary fraud and verification challenges as pervasive across financial 
services—not unique to their sector. The same techniques used to fabricate a pay stub for an auto loan 
can be applied to a mortgage application, an insurance claim, or a commercial lending file. 

For lenders with diversified portfolios, this data points to a clear opportunity: invest in document 
verification infrastructure that can scale across product lines. A vertically-trained AI platform that 
handles auto lending documents today can be extended to mortgage, insurance, and small business 
lending—delivering compounding returns on the same technology investment. 
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Where do you plan to increase your investment in AI/automation technology for 
your loan origination process? 

Credit risk modeling took the top spot by a significant margin, cited by 43% of respondents as their 
primary area for increased AI investment. This reflects the industry's broader movement toward 
incorporating alternative data sources and more sophisticated scoring models into lending decisions. 

Fraud detection, specifically document verification, came in second at 25%. While this is encouraging, it 
is worth noting the disconnect: 75% of lenders report rising fraud (Q11), and 80% lack confidence in their 
deepfake detection (Q5), yet only a quarter are prioritizing fraud detection investment. This gap 
suggests that many lenders may still be underestimating the ROI of purpose-built document fraud 
solutions. 

Compliance monitoring and auditing (17%) and customer service chatbots and voice agents (15%) 
round out the investment priorities. In our 2024 survey, lenders cited upgrading existing systems (42%) 
and integrating with other systems (31%) as their top future plans. The 2026 responses show a more 
nuanced understanding of where AI can deliver specific business value, rather than a general desire to 
“add more automation.” 
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Please indicate the level of fraud your company has seen in the past twelve 
months versus the previous year. 

The picture painted by this question is unambiguous: fraud is rising. A full 60% of respondents said 
identified fraud increased by 5–25% compared to the prior year, and another 15% reported increases of 
25% or greater. Combined, 75% of lenders have seen fraud increase in the past twelve months. Only 5% 
reported a decrease. 

The 20% who said fraud remained constant may be seeing actual stability, or they may lack the 
detection capabilities to identify the new generation of GenAI-powered fraudulent documents. Given the 
findings from Q5—where 80% expressed low confidence in their deepfake detection ability—the 
“constant” category may understate the true scope of the problem. 

In our 2024 survey, 21% of respondents cited fraud reduction as the top benefit of automation. The 2026 
data confirms that this benefit has become even more critical. As fraud actors leverage increasingly 
sophisticated tools, the cost of inadequate detection will only grow. Lenders who invest proactively in 
fraud detection technology are positioning themselves to avoid the charge-offs and losses that will 
disproportionately impact those relying on manual processes. 
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What percent of your income docs do you manually check today for fraud? 

The final question in our survey illuminates the current state of manual fraud review practices. The 
majority of respondents (55%) reported that they manually check 10–25% of their income documents for 
fraud, while 21% check 25–50%. At the extremes, 18% check less than 10%, and only 5% check more than 
half of their income documents. 

These figures reveal a significant exposure. If lenders are manually reviewing only a fraction of income 
documents, the remaining unchecked files represent a substantial vulnerability—particularly in an 
environment where 75% of respondents are reporting increased fraud. The 55% who check 10–25% of 
documents are essentially leaving 75–90% of their volume unscreened for income document fraud. 

This is arguably the clearest use case for AI-powered document verification: rather than relying on 
sampling or risk-based manual review, automated systems can screen 100% of income documents in 
real time. This not only closes the detection gap but does so without adding headcount or introducing 
additional funding delays. It is the difference between a spot-check and a comprehensive safety net. 
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Conclusion and Next Steps 

In the continuously-evolving landscape of the auto finance industry, lenders are finding themselves at 
the doorstep of technological advancements. AI and automation have emerged as powerful tools, 
transforming the lending landscape and offering unparalleled opportunities for efficiency, risk 
mitigation, and customer satisfaction. 

The 2026 survey results paint a clear and urgent picture. Documentary fraud is not a fringe problem—it is 
a material driver of loan losses, with the vast majority of lenders attributing 10% or more of their annual 
charge-offs to falsified documents. The cost of catching these problems manually is substantial in both 
dollars and time, and the arrival of GenAI-powered fraud tools has outpaced the detection capabilities 
of most existing systems. 

Automation now plays a pivotal role in streamlining various lending operations, from loan origination to 
underwriting and even collections. By automating routine and time-consuming tasks, lenders can 
significantly reduce processing times, cut operational costs, and enhance overall efficiency. This not 
only benefits the lending institution but also contributes to a more seamless and expedited experience 
for borrowers. 

In the fast-paced and competitive world of automotive lending, embracing purpose-built AI and 
automation is no longer a choice but a necessity. The advantages offered by these technologies are 
manifold, ranging from improved decision-making and streamlined operations to enhanced risk 
management and personalized customer experiences. Lenders that strategically incorporate 
vertically-trained AI, leverage fraud data networks, and automate their verification processes will not 
only stay ahead of the curve but also position themselves for sustained success in a dynamic and 
ever-changing financial landscape. 

 

Fraud Intelligence Report  |  January 2026​ ​ 19 



 

About Informed.IQ 

Informed uses AI and ML to instantly verify income, assets, residence, insurance, auto stipulations, credit 
stipulations and more; enabling real-time, reliable credit decisions without bias. Informed's ML models 
are trained to process hundreds of document types and consumer-permissioned data sources, 
automating stipulation clearance for lenders. 

Informed processed over 6 million consumer credit applications for US lenders, automating over $125 
billion in loan originations to date. Informed automates verifications in seconds with no 
humans-in-the-loop. 

Informed's Knowledge Graph and Data Consortium comprising more than 65 million records and 1.5 
billion lending data points powers a Configurable, Verticalized AI Platform enabling financial institutions 
to scale their entire portfolio of documents and data. 

Originally the company focused on auto lending, where seven of the top ten auto lenders now use the 
solution. 

Financial institutions also use Informed for mortgages, credit cards, personal and student loans, and 
automated bank account openings. 

To learn more, visit informediq.com or follow Informed on LinkedIn. 
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