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As loan amounts increase and originations shift to digital, income and 
employment fraud rises, costing lenders billions. In auto loans alone, 
employment and income fraud cost lenders $4.7B in 2021. Applicants report 
phony income supported by fake paystubs, affecting credit risk and portfolio 
performance.

Challenge

Automatically Flag Fraudulent Paystubs

Paystub Fraud

When a falsified paystub is presented, that is 
paystub fraud - and, it’s on the rise. There’s no 
government agency that verifies paystubs 
because there are no defined standards. This 
makes identifying this type of fraud exponentially 
harder.

Lenders must defend against a growing list of fake 
paystub sites while ensuring their borrowers aren’t 
inconvenienced. The last thing a financial 
institution wants is to blame an innocent 
consumer for faking an income document. But 
lenders are also dealing with a 90% increase in 
delinquency, within the first 60 days, if income is 
overstated. And analysis shows that income is 
overstated on ~38% of loan applications.


Hundreds of websites allow anyone to quickly make a fake paystub. Search “Fake paystubs” on Google 
to see several options for the low cost of $10!



An analyst can verify a 50-point checklist for accuracy, completeness, watermarks, codes, etc. But 
without standard verifications for paystubs, an analyst has to identify random discrepancies. Manually 
spotting them is hard because there’s no point of reference. Criminals generate paystubs that appear to 
come from well-known providers like ADP, making detailed, continuous fraud training a mandatory 
requirement for lenders relying on manual review.



Paystub fraud is one of many types of fraud and the effort and cost to train employees to manually 
check fraud flags is time-consuming and ineffective since fraud scams constantly change. Fraud 
templates are created all the time, and fake paystub sites are a billion-dollar market. Fraud detection is 
complex and requires timely reporting, consistent identification, and implementation of lessons learned.


Example of a Fake Paystub
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Across our lenders’ portfolios, we see a 3.4% average fraud rate - based on fraudulent paystubs - up 
from 2.25% last year. However, when viewed by dealer, there we see significant outliers, with fraud rates 
from 10-12%. With Informed’s additional fraud controls – automated, fraudulent paystub checks and 
paystub accuracy – fraud is significantly lower, as is the potential business impact.


In 2023, with a tightening economy and rise in fraud if a lender has a low propensity for fraud, we would 
assess their fraud rates like this:




In 2022 Informed flagged 16378 fraudulent paystubs and help avoid $2B fraud losses in 2022 based on 
LexisNexis "True cost of Fraud."


Informed's Contributory Database of 50 million records, spanning tens of millions of applicants and 
documents, reveals industry insights and benchmarks on dealer fraud, income and employment 
misrepresentation.


By Q2 2023, we anticipate seeing 40% of all auto market documents. We support 729 templates and 
variations of those templates with a dedicated fraud team. Our low false positive rate of .02% provides 
confidence in our ability to accurately and automatically detect fraud.


less than 3.4%
3.4% – 4%

above 4%

 = low fraud rate

 = medium fraud rate


 = high fraud rate

Solution

Reduce friction, win more deals and reduce fraud risk

Examples of altered Paystubs we detect:

��  Missing Data:
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If you’re concerned about fraud and you need expert advice on possible 
solutions while enabling automation of loan processing

2.  Font variances, incorrect logos, logos incorrectly positioned:

3. Same details different demographics:

Reach Out for a Demo

https://informediq.com/request-demo
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